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ALF Security Token Server (ALF STS)

Servlet Layer

Servlet for Passi
erv;eqﬁgsti?swe Serviet for Active | | Serviet for Active Servlet for Serviets
(Web Browser. Requestor Requestor SAML administration
Redirection & (WS-Trust (RST/ | | (WS-Federation for Protocol and monitoring
S RSTR)) Signoff) (Future) (Future)
Tokens and Credentials Layer Admin &
ALF (SAML) Token Creation, Credentials Representations Monitoring
Renewal, Validation & Removal UsoName SAML (Future)
Token Assertion
ALF TGT ALF ST
Kerberos X.509
Ticket Certificate
ALF Token Store Timer and cache (future) (future)
cleanup
Identity, Policy, and Credentials Mapping
Policy resolver Credentials Mapping Identity and Contexts

Interfaces to Identity/Authentication Authorities (from Higgins?)

JNDI (future) \ SPI for pluggable authorities
Kerberos X.509 CA Stub for
KDC (Cert Auth) prorpietary stores
LR L) (future) (future) (future)
WS-Security | | XML Encrypt & Signature | Utility Functions WS-Security
Policy | XML Dig Sig | (wsse:Security)
, XML
| ws-Policy | | [XMLC1aN || Encryot [UsemameT | [ SAML |
| Apache Axis 2.0 (with WSS4J) | [ OpensanL || 9%

Secure store

ALF Admin
WS-Policies

Secure audit
log

for ALF
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