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Linked data
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Linkable data

Through Combination Through Profiling,

derivation, or inference

Combining data of dif-

Profiling an individual
ferent individuals

Profiling a group of in-
dividuals

Profiling an individual
through (dis)similarity

Being able to attribute a claim
to an individual.

IDENTIFYING

LINKING

Associating data items
or user actions to learn
more about an
individual or group.

NON-REPUDIATION

Learning the identity
of an individual.
L

Deducing the involvement of an
individual through observation.

DATA DISCLOSURE
Excessively collecting, storing,
processing or sharing personal data.

UNAWARENESS &
UNINTERVENABILITY
Insufficiently informing, involving

or empowering individuals in the
processing of personal data.

NON-COMPLIANCE
Deviating from security and data
management best practices,
standards and legislation.

www.LINDDUN.ORG
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Meta-model for threat knowledge

Element

ThreatKnowledge

-name:String
-description:String
-fullDescription:String

ThreatType

abbreviation:String

Criterion

Characteristic

threatSource:String(]

ThreatCollection

Threat

getThreatType():ThreatType

ThreatCharacteristic

1.

Impact

getThreatType():ThreatType

A

¢

Additionallnformation

CharacteristicExample

ElicitationCriterion

modelType:String
elicitationMethod:String
elicitationCriteria:String(]
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Non-repudiation

Data Disclosure
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Linking

L.1 L.2
Linked data Linkable data

L.1.1 L.2.1 TRONS
Unique identifier Through Combination Through Profiling,
derivation, or inference
L.2.1.1 L.2.1.2 L.2.2.1 L.2.2.2 L.2.2.3

Quasi-identifier com- Combining data of dif- Profiling an individual Profiling a group of in- Profiling an individual
ivi through (dis)similarity

bining data of a single ferent individuals dividuals

individual

Identifying
I.1 1.2
Identified information Identifiable information
T.1.1 1.1.2 1.2.1 1.2.2 1.2.3
Processing of identified Identified information Revealing attributes The data subject is dis-
information in metadata tinguishable from oth-
ers
I.2.1.1 1.2.1.2
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LINKING (2)

~ Linked data (1)
Unique identifier

> Linkable data (2)

IDENTIFYING (2)

NON-REPUDIATION (2)

DETECTING (3)

DATA DISCLOSURE (4)

UNAWARENESS AND

UNINTERVENABILITY (2)

NON-COMPLIANCE (3)

Linking / Linked data / Unique identifie

Unique identifier

Description

Linking based on an identifier that is u,
Unique identifiers make it trivial to link
interactions with a system) as belongir

Examples

« Email address as ID
An email address as ID can be used ti
address is used.
Many services frequently rely on emai
different services on which they use tl



LINDDUN Web Catalog

Unique identifier

1 Data Disclosure

This threat tree concerns threats involving the excessive/unnecessary collection or disclosure of
personal data. Personal data may be collected explicitly and intantionally as part of the system
design, but also may implicitly collected as a side-effect of these data disclosuros or data fow

These implicit data flows and disclosures must be investigated in an identical manner to explicit
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Uinecessary datatype]  Depending on the context, data can be perceivad highly sensitive, and
mﬁ hould theel um:unl,\‘ s collected and processed when strictly required.
(D5 trpe snsitivity)  Mora sansitive data types ara collected than functionally needed
by the system.
Examples:
Patient health monitoring: Tracking a patient's weight is relevant for dieting app
ut not for a contact tracing application.
Dt type gramtarity]  Personal data of & fine-grained level of granularity is dislosed than
nooded.
Examples:
Smart meter: A smart meter shares realtime measurements rather than the aggre-
gatod consumption.
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Under the hood: models, model transformations and automated pipelines

——»| graphviz src p—> graphviz — PNG tree
— JSON > JSON
3| npm reactjs |jr——— = html+js
— Csv > Ccsv
——>»| latex tree p—>» —> PDF tree
—3| latex report p=——3=| pdflatex |=—3| PDF report
»| latex gards > »| card deck




Privacy threat knowledge repository that co-evolves

» Support for change & evolution
» Privacy threats evolve

» Not a one-man/-team job:

» Stability in threat types and

characteristics

» Openness in characteristic refinement
and examples

» Adapt to domain and organization




1st LINDDUN user group meeting in Q2 2024

- Practitioners & researchers

Application cases!

Catalog of mitigations, PETs, countermeasures!
Tools!

LINDDUN "Maestro"

https://www.linddun.orqg
linddun@cs.kuleuven.be
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