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> Members

• ECLIPSE: Michael Plagge, Sharon Corbett

• Trialog: Antonio Kung, Diana Jimenez, Justine Privat

• GPS by design centre: Michelle Chibba, Ann Cavoukian

• Data in motion: Mark Hoffmann 

• Stephan Bischof

> Invited guest

• KUL: Dimitri Vanlanduyt

• UPM: Samuel Martin

Participants
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> Welcome/introduction [Michelle Chibba, GPSbyDesign Centre Research 

Associate/Toronto Metropolitan University] – 5 min.

> Round table of members – 10 min

> Presentation of interest group [Sharon Corbett

Program Director, Working Group Operations, Eclipse Foundation;  Antonio Kung, CEO/co-founder 

Trialog] – 10 min.

> Presentation of work related to LINDDUN [Dimitri Vanlanduyt - KU Leuven 

– Invited guest] – 10 min.

> Discussion on the preparation of a public presentation 
webinar – 10 min

> Next steps – 10 min.

> Close – 5 min.

Agenda
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Overview https://www.eclipse.org
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Overview (cont’d)
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ECLIPSE interest group on privacy
https://projects.eclipse.org/interest-groups/models-privacy-engineering
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> Leverages results
• PDP4E Horizon 2020 Project on privacy models

• https://www.pdp4e-project.eu/

• Privacy standards

> Engineering community sharing knowledge on privacy models

Objective: Community of Privacy Models

Models4Privacy
ECLIPSE Specific Interest GroupResearch + Standards
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Why Models?

Model engineering
constructing proportionally-
scaled
miniature working 
representations
of full-sized machines

Model-based engineering
expressing specifications
through processable models.
Diagram orientation (e.g. UML diagrams)

Source wikipedia
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PDP4E Privacy and Data Protection
for Engineers - A breadth of Models

System analysis &
iterative design

Structural (data) model e.g.
•which data is personal?
•is it sensitive?
•what is the basis for collection?

Procedural (dataflow) model e.g. 
•which processes deal with personal data?
•which processing operations it is being subject 

to?
•which data flows between operations?
• for what purpose it is being used?
•who is authorized to access that data?

Architectural (deployment) model
•who stores and processes data?
•under which jurisdiction?

Requirements 
engineering

Requirements Models:
• Privacy goals and properties
• Regulations (GDPR):

principles, rights, 
obligations, measures

• Standards (ISO29100)
… in the context of functional reqs.

Method 
engineering

Dev. Process. Model: 
Persons + Processes + Products

Reference framework 
model:

•What activities are mandated? 
•Who shall carry them out? 
•What artifacts shall be produced?

Process 
assurance

Assurance case:
•How can I argument that

I’m compliant?
•Which evidences do I 

have to prove that?

Assets model:
• What do we need to protect? 

(personal information, human 
rights, biz. reputation…)

Threats model: 
• What from?

Controls model: 
• How do we protect them?
• How do we know others protect 

them as well?

Risk 
management
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LINDDUN
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> Agreement to prepare a public presentation webinar

• Date not decided yet

> Communication on interest group

• Justine Privat (Trialog) will be the communication manager of the 
interest group

• Diana Jimenez (Trialog) will provide technical support on web site

> Next step

• Samuel Martin (UPM) will be invited to make a presentation on 
privacy engineering

Member discussion/direction
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> Agreement to have one meeting every month

• Next meeting Nov 23rd, 2023, 15.00 UTC

• Samuel Martin (UPM) to be invited

Meetings and close
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