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• To realize the potential of Internet of things (IoT), we need to be 
able to program policies that listen to and detect events. 

• Once events are detected, we need to take actions or react to 
them. 

• To enable IoT applications, we need 

• Data Acquisition and /or analytics at the edge: In particular, we need content-
centric rule application and event detection at the edge 

• A programmatic model / framework to make it easy to apply the rules and 
policies at scale over the sensor space. 

 

 

  

How do we write rules/policies that enable us to acquire sensor data efficiently 

from a large number of sensors  while transporting only the data that is needed? 

How do we write queries that can look at and understand sensor data content? 
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Sensor Gateway/ Router 

Rules Engine 

Network 

IoT API 

IoT API 

MQTT 

User Program using Eclipse 

Our focus is on developing an open 

API to register rules and policies to 

obtain sensor data of interest. 

Goal is to make it easy to program 

the data acquisition from sensors. 
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• Examples of rules and policies would be obtaining only i-frames 
from video to minimize the data sent back and then requesting 
more data if needed. 

• Reading sensor data (temperature / pressure ) from field sensors 
and performing comparison operators on the payload fields. 
(Example: Send back gps coordinates if temperature is between 
20 and 30 F or if pressure is > x psi for more than 30 seconds.) 

• Sensor data may be encapsulated in HTTP headers or may be in 
UDP or TCP packets directly. The format of the data mey be 
structured (JSON/ XML) or it may be unstructured (raw or 
proprietary format). 
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IOT Edge Device such as 819 

with WEBDAV support 
User Policy 

Apache Web server 

Register policies using 

REST API 

Results returned using REST API 

RESTful Architecture with Pub/Sub semantics 



© 2012 Cisco and/or its affiliates. All rights reserved. 6 



© 2012 Cisco and/or its affiliates. All rights reserved. 7 



© 2012 Cisco and/or its affiliates. All rights reserved. 8 

IOS Routing and Switching 
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 Packet Termination: Events analysis, content 

distribution and caching 

POSIX OS Systems 
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Interface 
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Packet Termination: Events analysis, content 

distribution and caching 

One IoT API layer 
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Cisco Hardware Other hardware (e.g. Sierra wireless) 

Eclipse  Other approaches (web form? Hand coded?) 



Thank you. 


