Command: 


CID_REQUEST_AGENT_PIPE_CONNECTION

Data: 

	Bytes 0-3
	Length of pipe name string

	Remaining Bytes
	Pipe name


Response: 

CID_AGENT_PIPE_CONNECTION_ACCEPTED

Response Data: 

	Bytes 0-3
	Length of pipe name string

	Remaining bytes
	Pipe name


Alternate Response: 

CID_AGENT_PIPE_CONNECTION_REFUSED

Response Data: 

	Bytes 0-3
	Reason code


Description:

This command is sent from one agent to another to request a direct named pipe connection.  The initiating agent sends this command to a target agent with the name of a named pipe which the target agent can use to send commands directly to the initiating agent.  If the request for connection is accepted, the target agent will indicate acceptance by opening the named pipe and sending a command which provides a named pipe on which the initiating agent can send future commands.  A positive response will not be sent through the HCE.  If the connection is refused, a negative response will be sent through the HCE.  The figure below shows the collaboration for a successful connection.
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Figure – Agent to Agent Connection Request
Command: 


CID_REQUEST_AGENT_SOCKET_CONNECTION

Data: 

	Bytes 0-3
	IP Address

	Bytes 4-7
	Port

	Bytes 8-11
	Flags


Response: 

CID_AGENT_SOCKET_CONNECTION_ACCEPTED

Response Data: 

No data

Alternate Response: 

CID_AGENT_SOCKET_CONNECTION_REFUSED

Response Data: 

	Bytes 0-3
	Reason code


Description:

This command is sent from one agent to another to request a direct socket connection.  The initiating agent sends this command to a target agent with the IP address and port number of the socket which the target agent can use to send commands directly to the initiating agent.  If the request for connection is accepted, the target agent will indicate acceptance by opening the socket and sending a reply.  A positive response will not be sent through the HCE.  If the connection is refused, a negative response will be sent through the HCE.  The figure below shows the collaboration for a successful connection.  The flag parameter allows the initiating agent to specify that the socket is an SSL socket.
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Figure – Agent to Agent Connection Request
