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Tool Qualification (Summary) X

AVAY
/

» Standards require tool qualification: ISO 26262, IEC 61508, DO, EN 50128
» Qualification process:

— Classify all used tools (Impact, Use-Cases, Artifacts)

— Qualify critical tools

Use tools

» Qualification Methods ISO 26262

Table 4 — Qualification of software tools classified TCL3

DO-330 Required Processes

ASIL
Methods
A B C D
1a Increased confidence from use in accordance with 11.4.7 ++ ++ + +
1b Evaluation of the tool development process in accordance with 114 .8 ++ ++ + +
1c Validation of the software tool in accordance with 11.4.9 + + ++ ++
1d Development in accordance with a safety standard? + + ++ ++

» Qualification Method DO-330 Development

in accordance with a safety standard:

Validas AG

Processes Requirements
Required Documents
Required Verification
Required Qualification Process

Tool Life Cycle Processes

Tool Qualification Planning Process - Section 4

Tool Development Processes - Seclion 5

Integral Processes

Tool Verification Process - Saction 6

Tool Configuration Management Process -
Section 7

Tool Quality Assurance Process - Section 8

Certification Liaison Process to qualify the Tools -
Section 9

Tool Qualification Data - Section 10

Additional Considerations for Tool Qualification-
Saction 17
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Vision: Eclipse Development Process

Currently Eclipse does not support qualification

There is a road towards tool qualification for Eclipse, see
http://wiki.eclipse.org/Auto IWG WP5

» DO-330is a safety standard for tools

Current Process New Extended Process

Operational S ol = ] =
Requirement o Sl .
(UseCases) § - -

Qualifi-
cation

equirements g

Eclipse Project:
Qualifiable Plugin
Projects (QPP)

Architecture

Generic Generated

Integration

How-To Qualify Tools Requirements-Specification
according DO-330 Design-Specification

Tool Development Plan Test-Specification

Tool Verification Plan Tool Analysis (TCL/PSAC)
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http://wiki.eclipse.org/Auto_IWG_WP5

Vision: Eclipse Classification Data Vav

=, Qualifiable Features]

Available Features l

Enumerate all Features for which qualification information is available. Other Features
shall not be used in safety relevant contexts.

p E Use Case Make:Make All (TCL1) Add... j
s ﬁ Lse Case Make:Make Clean (TCL1)
s E Use Case Make:Make Executables (TCL1)

s ﬁ Feature Make:Call Tools (TCL1)

. 4 Feature Make:Dependencies (TCL1) Add Action

Add Class
e

Add Method

| Total: 6

Overview Dependencies Runtime Extensions | Extension Points | Build | MANIFEST.MF | plugin.xml | build.

Validas AG

Supported Input / Outputs I

For the selected features specify the supported artifacts

‘@) Artifact Coverage Report:5VNFile

@J Artifact Executable

 Artifact Library:SVNFile

) Artifact Logfile:SVNFile
@) Artifact Makefile:5VMFile ]
€ Artifact Mapfile

€ Artifact Object Code

| Errors ]

For the selected features specify the potential error classes.
The existing errors can be found at www.....

operties Qualifiabe Features] Qualifcation Evidence l

- & Error Make.Make Executables:Make Builds Wrong Binary (HIGH)

& Error Make.Make Executables:Make Modifies Data (HIGH)

& Error Make.Make Executables:Old Binary Unchanged (HIGH]

@ Inferred Feature Error Make Used Wrongly in Call Tools in Make Executables (HIGH)

& Inferred Feature Error Make Used Wrongly in Dependencies in Make Executables (HIGH)

& Inferred Feature Emmor Moke Used Wrongly in Dependencies in Make PIL in Moke Executables (HIGH)
@ Inferred Feature Error Moke Used Wrongly in Dependencies in Make 5L in Make Executables (HIGH)
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Proposed Role: Eclipse Validator 0

4

There is much (different) work to do such that we need a new kind of worker: The Validator
» Should provide confidence

» Should be more formalized than a committer

» Should have qualifications e.g. by filling out questionnaires on

— Eclipse qualification process
— DO-330
Should have responsibilities (answer to questions)
Should earn “credits” for each successful validation action

— Executed reviews

— Formulated requirements
— Created use/test cases

— Feedback

» Comparable: slotosch ( 25 <7 )

Confidence in ebay:

Positive Bewertungen (der letzten 12 Monate): 100%
[Wie wird der Prozentsatz positiver Bewertungen berechnet?]

Mitglied seit: 01.04.99 in Deutschland
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3rd Build: Qualification Kit Y 4

» Currently: 2 Builds available in Eclipse & Buid configuration 0% %0

[ ]custam Build

— Source Build

Runtime Information

Define the libraries, specify the order in which they should be built, and list the source folders that should be
compiled inta each selecked library.

» Missing: Qualifiable Build Configuration
with plugin specific

Binary Build Source Build

— Qu a I ifi C a t i O n i n fo r m a t i O n (TQL’ EE:E:.': khe Folders and files to include in the binary EE:E:.': the Folders and files ko include in the source
[]E .classpath []1= .classpath
DO_33O IVIOdeI) []E project (1= project

+-[][= .settings +-[]= .settings
- [7] = META-INF [ = META-INF
— Test Cases / Coverage > Ol tn > O tn
[]larh build properties [] e build. properties
o o . +-[w] (= model +[] = model
— Ve r I fl Ca t I O n re S u Its |= plugin.properties ] = plugin.properties
[v] 4 plugin.<ml [ ] plugin. sl
[ = sre +- ] = sre

— Documents
— Involved Validators
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DO-330: Software Tool
Qualification Considerations

Is a safety standard applicable to all domains
Has Tool Qualification Levels (TQL)s: TQL-1 (High), TQL-5 (Low)
TQL-Level has to be defined from domain standards

Table 12-1 Tool Qualification Level Determination

=
~N
_

» Requires

ASIL TCL 1 TCL 2 TCL 3
Software Level Criterta D TQL '5 TQL' 2 TQL' l
1 2 3
) -5 -3 iy
A TQL-1 TQL-4 TQL-5 C TQL - TQL - TQL —
B TQL2 QLA TOLS B TQL-5 TQL-4 TQL-3
c L3 | Tols | ToLs A TQL-5 TQL-5 TQL-4
2 R e S Table 3: Determination of Tool Qualification Levels for DO-330
Tool Life Cycle Processes T = = f
/ -
TOW certifica]l Tool Development Processes (5.2):
—— —] ¢ Tool Requirement Process
- P rocesses’ Tool Development Processes - Section 5 10.1.3: 1 q
10.1.4: 7 e Tool Design Process
— Activiti d Integral Processes——_____ 2045 e Tool Coding Process
C IVI Ies an Tool Verification Process - Section & ———| 10.1.6: ] -
_ ———1017:" e Tool Integration Process
10.1.8: Tool Design Standards

— Documents

Validas AG

Tool Configuration Management Process -
Section 7

Tool Quality Assurance Process - Section 8

Certification Liaison Process to qualify the Tools -
Section 9

Tool Qualification Data - Section 10

Additional Considerations for Tool Qualification-
Seciion 11

10.1.10:
10.1.11:
10.1.12:
10.1.13:
10.1.14:
10.1.15:
10.1.16:
10.1.17:

10.1.9: Tool Code Standards

Tool Life Cycle Environment Configuration Index

Tool Configuration Index

Tool Problem Reports

Tool Configuration Management Records

Tool Quality Assurance Records

Tool Accomplishment Summary

Tool-Specific Information in Software Accomplishment Summary
Tool-Specific Information in Software Life Cycle Environment

Configuration Index (SECI)
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Concept for Eclipse Project QPP

» Prepares Eclipse Project for Qualifiakle Plugin Projects (QPP)

Eclipse Project: ; - New
Current ”@«" Qualifiable Plugin
Process Projects (QPP)

Uses a separate EMF-Model (DO-330-model) for prototyping

Covers the complete DO-330 (bi-directional tracing)
— How-To-Qualify-Document (with DO-IDs)

— Generic Documents
e Tool Development Plan
e Tool Verification Plan

» Is developed within WP5: Tool Qualification in Automotive Industrial
Working Group, see http://wiki.eclipse.org/Auto IWG WP5

» Roadmap:
— Goal: DO-330
— Every two weeks: new steps (process for DO-330)

Validas AG Page 12

— Presented and discussed in Telcos



http://wiki.eclipse.org/Auto_IWG_WP5

1. Identify goals & requirements for
tool qualification in Eclipse

2. Propose process / project (Concept)
3. Demonstrate & implement proposal
4. Establish proposal: Qualify (selected) plugins

Demonstrate

Goals & Elaborate 2 QI.Ja|Ify.
Requirements Concept Implement Plugins with
q for QPP prp QPP

Validas AG Page 13
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Model for Tool-Requirements

N

» EMF-Metamodel for Tool Requirements

H TORAssurmption o =

H TORFunction

H TORContext L : :
T H Fonidnerationsifeguremet
® TaL : 1 = ID : EString o..*
— El Project _ |- o o Description @ EString =
TSL—E = Name : EString e g o Status | ControlStatus
= TOL_ o= TOL : TOL 1
= TOL 2 0. ¥
- TOL_4 1
- TOL S H TOROther
H TORFarmat
0.* e
- Tooiteguirenant
L <enumeration = = H Definition 1 * EED : ESh'irfU é H TROther
= ConralStatis | | = Term : EString > o Desll:ripticlr‘? : EString
: gff;pted o Description @ ESTing o TRopod | & Status : ControlStatus <7
: <
= Reviewed /_flyx
= Implementad
: ngetzge 4 H TRPerformance
: —_
: E TRFunction H TRInterface 1
H TRUserlnstruction
- 1 0.1 SuperPerformang
0.1 "
. Superlnterface
SuperUsernstruction . SuperFunEtion 0. # a £ TRRDhUSmESS‘ a.*
0. 0.1 SubPerfor mances
- SubFUngtions Sublnterfaces SuperRobusiess
[ I:III*
SublserInstructions _ ubRohusesses
E TRCustomizing H TRExpectedErrortMessage

Validas AG Page 15



Planning: Analysis Model for PSAC

ToolBnalysis b

crvesInte  0.% | [ AnalpssEement =} { [] EmpMiigaiion
) = Marne 1 EString IsSubsumequ,r I = Assumption : EBoolean I
DretivedFromn = Drescription : EString
= Cornment : EString
0.%] 0. Subsumes
[T Amiore 0.* A DISEDUEFEdB'y’ Check
= Marme ¢ EString 0. |DetectedEm:-rs
| = Description : EString | | Bt S IIZI..* 0.1
[= SaFetyIrnpact : EBoalaan I AvoidedErrors . Restiriction
| 1 AovoidadBy|

[E! FunctionAttibute | [ AnifactAedbute | g, #
I 1 |
. . T | Arribures
= =enurmaration == = =enurmatation = = [
“# CaontralStatus BT ok | H ToRCther || H ToRazsumption N
= - . o, 0,.*
Epent ; $gt_; g 0.* CrestedBy
= Accepte = -‘|_E—|
_ . _ ~. RequiredProjects | I
Reviewsad TOL 3 0 i ¥ 0.7 | Modifisdey alie
= Implermeanted = Tol 4 " TORConkext . ! LEEt
= = 0. o
_ ;:Isr::iad ST TRLE : Qi 0.1 UsingProjgets H Tooiiperanonaltegog InputCutputs Cutputs | |
L Project 1 | =
! 1 - HToRs = I0 : EString o artiFact

= Marne | EString

[TE Werification % = TQL: Tl

H Docurnentation |

i

= Deschption : ESthing
| = Status : ControlStatus

0,
TORFarmnat

Hl Werificationtethod

= I ¢ EStHng
0,.¥| o Mame ! EString
| = Description : EString

El TestProcedure

[ H TestCazes |

| = ResultEwaluation : EString

n,*

t = ExpectedCutputs @ EString

0.% 9 Sratus  ControlStatus

..

D..*
0.

TRU=erInsthiction I

11

| TestCaze

= ID ¢ EStHing

U..*

= Purpoze i ESthing
= Caonditions : EString
= Inputs i EString

0.k

Q TRCustarnizing |

|[] TRExpectedErofessage “

H LLRs ]

Validas AG

| = Type t EString |

= Name EStnng

Inputs

|| ArchEcore

[ archGenmadel

VAN
\/\4
v

ArchiTert |

[ Amhiterrefeguiement

f o Path 1 ESting

= TRs
0.* —1 . u..*l ok
|2 WerficationCrata = ,9? ! . 1
o Results ¢ EString I III.."‘::} £e ET e
=} F'as_:ed : EBooIgan u,,;FI o ::: Ei;j;’;::gl pa 1
o Yalidator : ESting | H DeRnition i " |
. # atus ¢ ControlStatus
| = Date : EDate & Term : EString 0. 1
* = Cescrption @ EStin # i)
0. - - - =] TROther L.
0.* TRIntetface

1

| 0¥ |

TRRobustness I

T

TRPerformance

-
1

E ArchRequiredPlugin

| = PluginID ¢ ESting

= Cptional | EBoalean
= ReExpont : EBoalean
= Min'etsion 1 EString

= MinWersionInclusive : EBoolean

= Max\ersion ; EBoolean

= MaxWersionExclusive : EBoolean

0.1

H AmhBackage
= Marne  EString

| = \ersion t EString

0,.#
0,4
-.-JT | LowwLevelRequirernent 0.1
" = ID : EString 0.1 | EJ RePvariable T .
0% | = Description : ESting [ | E RefPackage |
= Status 1 ContralStatus - EEE—
0.4 Lo | 0. o0.1°
" LY eee——
1 [
T 1 | |- RefClass |
ol '}Whmm.-_;ﬁmﬁfgmnm {:]__ = Wisibilivy ; Wisibility |
D = Mame t EString 1 T . ]
| = =enurmaration = =
1| visibilivy
_ o ) | Reffction | — PRIVATE
| PP arametel  — H Refdathod 1ot = DEFALULT
= REetumType : EStrng = PROTECTED
= Yisibility 1 Wisibility | = PUBLIC
| G

| [ ArchExtension
| = Point : ESting

:I:I awrhErpartedPackage

{j_l—:ll | ArchUnexpontedPackage

H ArchImpartedPackage
= Optional : EBoolean
= MaxtarsionExclusive | EBaalaan
= Max'erzion : EStHng
= Min'\tersion : EString
= Minv'ersionInclusive : EBoalaan
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Design Model
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The design model extends the requirements model by

(also Tool Requirements) and

H TORFUnCtion

e

with references to

H TORAssurmption H ArchGenmodel

H ArchEcoreDiagram

H archEcore

TORContext — [~
= — = H TooltwerstionsiReguiramatt
e””é”'?rrSL":'” : 1 = ID : EString 0. *
= H Project - o= o Description : ESiring
Tl = Name : EString | 4 " © Status : ControlStatus <1
- $8t—§ = T4OL TOL -l H ArchProperty
- TQL_4 $1 = ool H ArchxText
- TOROher
LS 0.* B TORFarmat 2 0.
Hl Definition «| O o.* Subarchitectures
= Term : EString 1 T ;- . ) [Gubothers | v
i D iption © EStri OO SRLN ST ] - .
Zenurmeration=: = Description g - = H TROther 1 E| Arfhﬂ‘.ls'fm’a.‘?equyemr 0..1| Superarchitecture
2 ControlStatus - : e o= Path : EString -
- Open > o Description @ EString - SuperOthe )
- Alcjcepte " H TROpMade = Status : ConfralStatus | =i
- Reviewed 1% = TRPerfDrmanceg H archRequiredPlugin = Paint : EString
- TRFUNCtion " 1 - ;
Implemented | - TooRequitemen = PluginID : EString
= Tested SuperPerfor mange = Optional ; EBoolean
- Released 1 H TRInterface g
T TRUSSrrstUction SuperFunftion - H TRRobustness 0,.* o ReExport | EBoolean
= 0.* ! ¢1 SubPerformances = Minversion : EString
1 5th;.;nc . SuperInterface SuperRobusiness = MinversionInclusive : EBoolean B archExportedPackags
SuperUserInstruction o o.* — htailersler § EBasleer
Sublnterfaces SulblRDbustnesses o MaxversionExclusive | EBoolean
0.1 H TREspectedErrorhiessage H Archrackage | <t—— H archUnexportedPackage
SublserInstructions H TRCustomizing ArchPackage = Mame ESting [<F—— |
= Yersion | ESfring
0.1
a.
L "_\_' , : H archimportedPackage
S I[D)w Eegv;ﬂ;qwremen o Optional : EBoolean
T . H Refariable o MaxersionExclusive | EBod 2an
e Descrlpltlon : EString CPSSES = MaxVersion : EString
= Status : ConfrolStatus o @ = Minversion : EString
1w " o Minversionlnclusive” cBoolean
1
0% 1 H RefiClass . .
L H IrpErerRerarek] = visibliy : Visiilty Architecture and Implementations are
= Mame : EString < T . . . . .
= <enurmerations >
Y enin already available in Eclipse (but without
H Refaction - PRIVATE .
o
Ly 0.1 i tracing to DO330-Elements). Therefore
: 1 . _
= Type @ EString o ReturnType : EString FROTECTED . .
= Visbilty  visibilty Y 4 this model contains some (probably
0.* . .
incomplete) elements just as stubs to
Validas AG establish the tracing.
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Test Coverage Vi

A4

(M) getAllAssumptions 0% 0% 0% 0% - -
(14] getlshssumption = 100,0%  ==m1000 % - = 100,0 % - -
i?l. B I B L | [ Nala-ta [ Nala-ta [ Nala-ta
Show methods with ’Term Coverage - ] ’> i ] a5 %
Marne Statement Branch Loop Term ?-Operator  Synchronized

1= ToolChainAnalyzer Gl % L 0% L E - -
B metamodel w5 % L LR (0% .G %% - -
B de -] % -5 0% Ll T - -
B validas w5 %% L (0% G - -
1 iso26262 w5 % L (0% L - -
1 checks w5 % L LR (0% .G %% - -
® AssumptionModel iG] % LR (0 % .G % - -
(14 getlsAssumption 000 % w1000 % - 00,0 % - -

* thoses Use Cases that are no assumptions and the Assumed Uses Cases are
# returned only in case it i=s allowed
®f

public clas=s AssunptionModel {

J,-"Af*
# returns the Isfssunption for an item, ensures that assumption settings
# are "inherited" from Tool->UseCae->*Error->...
*f

puhllc gstatic boolean getlshssumption(Cbject item) {

[

.
e
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Tool Life Cycle for Qualifiable Plugins "

» Combines the following processes:
Planning (TORs)

Development (TR, LLRs)
Integration (Verification)

Configuration Management

Quality Assurance

» Fits to existing processes (Project process, Release Process)
by extending them with a “Qualification Stage”

» The following stages are defined (and can be determined automatically from the DO-330
model) such that every release has a well-defined qualification stage

Ungqualified-Pre-Alpha Release (“Undefined”): unknown qualification state
Qualification Alpha-Release (“Analyzed”): The TORs are defined and TQL is determined

Qualification Beta-Release (“Feature-Complete”): All requirements (TORs and TRs) are described
and have traces to LLRs and Code

Qualification Release Candidate (“Verification Defined”): All required verification steps are
defined. No open bugs of the category “Blocker” are available.

Qualification Release: (“Successfully Verified”) Verification has been successfully executed and
are documented within the qualification kit

» Transition Criteria are formally defined, based on the DO-330 model

Validas AG
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Configuration Management Vi
4
» Configuration Items are all elements within the Qualifiable Eclipse Project
— Sources
— Architecture
— DO0O-330-model
e Requirements (TORs, TRs,
e Tracing
° ... Control
» Two Control Categories: CC1, CC2. Item’s CC depends on TQL | ©atgory by TQL
| | Tnullﬂpérati'ﬂna'l Réquifements Process | 1121345
2 | Tool Operational 51.1a [512a |0l Q| Q| Q| Q| Tool Operational 1031 | M| || @
Requirements are 512b Requirements
defined. 512c

» Definition of Control Categories (DO-330): Example: TORs changes have

Table 7-1 TCM Process Activites Associated with CC1 and CC2 Data to be reviewed for TQL_]_ to
TQL-4 but not for TQL-5

TCM Process Activity Reference ccC1 cC2

Configuration Identification 7.2.1 ) )

Baselines 7.2.2.a
7.2.2b
7.2.2.c ' '
7914 Plugin Extension has to
72.2¢ know this (Transition

- ility 7.2.2 o .
. Traceability —e L . . Crlterla!)
Change Review 7.2.5 * | OOO




CM: Control Status of TORs (Proposed) “

{Conflicted}

Control
Category by TQL

{Review/NOK}

112[3[4]5

{Conflicted; olo]o]o]e

{TOL<=4] Review OK}

Merged}

Merged}

{TestResult==Passed}

{TestResult==Falled}

Validas AG Page 21
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Qualification Liaison Process

» For all tools with qualification need

» Demonstrate that the tools conform to their requirements (“TOR”),
even if qualification shows errors

Req.
Model

LLR & Test
Models

QA-Model

Req. QA- Analysis .
- Model Modol Pot. Error Modal Mitigation
Req. Analysis
Model Model
Req. :
Modol TORAssumption

Validas AG Page 22
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Roadmap - Status May 2012

}‘
N
N

1. Goals: DO-330 N

-

Tool Life Cycle Processes

Tool Qualification Planning Process - Section 4

Tool Development Processes - Section 5

o , Lo

3. Demonstrate & implement QPP i
4. Qualify (selected) plugins

Integral Processes

Tool Verification Process - Section 6

Tool Configuration Management Process -
Section 7

Tool Quality Assurance Process - Section 8

Certification Liaison Process to gualify the Tools -

Saction 9

p Status May 2012

Tool Qualification Data - Section 710

Additional Considerations for Tool Qualification-

Saction 77

Elaborate Demonstrate
Goals &
Requirements Concept & Implement
d for QPP QPP
|dentified In progress: Ready to start

80% of DO-330

» Summary: Qualification is feasible and qualification
(based on current prototype) could be started now

Validas

Qualify
Plugins with
QPP

Ready to start
(Prototyping)
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Summary w

» Extended Eclipse (QPP) will support qualification including
— Classification: Tool Analysis -> Planning Process
— Qualification: Process & Model for qualifiable plugin projects
— Usage: Fulfill assumptions and apply qualification kits

» Applicable to all relevant standards (ISO 26262, IEC 61508, DO-178C, EN
50128,..)

Metadata extension for qualification information of plugins: DO-330 model
Much work in progress

— Tracing to “How-To-Qualify” document

— Modeling: gaps to current meta-information
— Create documentations (TDP,TVP,TQP,TQR..)
First, second, third, fourth, fifth steps performed
Proposed new role for that work: Eclipse Validator

» Many areas of DO-330 already covered f
Eclipse Project:
Qualifiable Plugin
Projects (QPP)
Validas AG Page 26
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