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Main Focuses of 5th Generation
▪ More flexibility

• Individual and cooperative working modes (Use case driven Local Clouds)
→ Application systems are more autonomous and have more responsibilities, or

→ Application systems could focus only to performing its micro services and let Arrowhead 
Framework manage all the other necessary tasks and responsibilities as much as possible

• Various ways of system authentication

• Various ways of service consumption authorization
→ Policy based authorization rules

→ Various type of authorization tokens

• Various orchestration strategies and types

▪ Advanced translation support 
• Between communication protocols

• Between payload data formats and data models

▪ Advanced user support
• Global System-of-Systems Description (GSoSD)

• Dedicated documentation site for the implementation
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Flexibility |  Individual working modes 4
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5Flexibility |  Cooperative working modes
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6Flexibility | Ways of system authentication

Three authentication policy is offered:

▪ Declared
The Core and Supports systems simply accept the identity provided by the application systems. Not 
recommended to use in production environment.

▪ Certificate
Requires client side system profile certificate being provided by the application systems. The issuer and 
the identity related content of the certificate are always verified during every interaction with the 
Arrowhead Core and Support systems. 

▪ Outsourced
Requires the identity service being provided by a Core/Support system within the Local Cloud. This 
dedicated system can be the official Authentication Core System or any third party solution that 
implements this service. Identity tokens should only be shared with the trusted Arrowhead Core and 
Support systems and never with the providers in order to prevent identity theft.
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7Flexibility | Outsourced authentication (Use case A)
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8Flexibility | Outsourced authentication (Use case B)
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9Flexibility | Consumer authorization

▪ this service/operation is accessible anyone within the local cloud
▪ this service/operation is accessible anyone within the local cloud, except these consumers (blacklist)
▪ this service/operation is accessible anyone from the given list (whitelist)
▪ this service/operation is accessible anyone within the local cloud having the specified meta data

The followings authorization rules are expressible:

The following security levels are available on provider side

▪ None
o No verification on provider side

▪ Certificate
o Provider verifies only that the consumer is part of the same Local Cloud

▪ Token (expirable)

o Provider verifies that the consumer has proper permission to consume its service operation at the 
moment of the consumption attempt

Providers can define their own rules, but management level rules always have priority.
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10Flexibility | Consumer Authorization token types

▪ Simple Time Limited
o The token expires within a given time.

o Provider has to verify it with the ConsumerAuthorization Core System [authorizationToken:verify]

▪ Simple Usage Limited
o The token expires after a certain number of uses.

o Provider has to verify it with the ConsumerAuthorization Core System [authorizationToken:verify]

▪ Self Contained – Base64
o The token expires within a given time.

o Has a payload: consumer, provider, cloud, service, operation, expiry.

o Provider has to verify it itself.

o Can be encrypted.

▪ Self Contained – JWT
o The token expires within a given time.

o Has a payload: consumer, provider, cloud, service, operation, expiry.

o Provider has to verify it itself.

o Can be encrypted.

o Signed by the ConsumerAuthorization Core System (requires SSL certificate) -> Provider can verify it.
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11Flexibility | Ways of service orchestrations

The three orchestration strategies is divided into three different systems:

▪ Simple store (peer to peer rules, no actual service details are provided)

▪ Flexible store (name and/or metadata based rules, actual service details are provided)

▪ Dynamic (on the fly discovery, actual service details are provided)

Two ways to use the orchestration service:

▪ Pull type of orchestration
A consumer system consumes the pull operation in order to immediately obtain the matching service 
instances.

▪ Push type orchestration
A consumer system consumes the subscribe operation in order to receive new orchestration results every 
time when a higher entity triggers a related orchestration process. Hence, the actual matching service 
instances are being sent to the consumer without its direct request. 
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12Flexibility | Push orchestration (Use case A)
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13Flexibility | Push orchestration (Use case B)
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14Translation Support (in v5.1.0) 

Outsourcing of translation tasks to providers
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15Translation Support (in v5.1.0) 

Integration into the orchestration process (divided responsibilities) 
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16Translation Support (in v5.1.0) 

Still under specification:
https://github.com/eclipse-arrowhead/roadmap/issues/92

https://github.com/eclipse-arrowhead/roadmap/issues/92
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17Advanced User Support

Generic System-of-Systems Description (GSoSD)

A high-level architectural description of what problems the Core Systems solve and how they interact.
https://github.com/eclipse-arrowhead/roadmap/tree/main/5.0%20Draft/GSoSD

Dedicated documentation site for the reference implementation

Detailed System and Service documentation, API descriptions, examples and tutorials.
https://aitia-iiot.github.io/ah5-docs-java-spring/home/welcome/

Test builds are published on this site as well:
https://aitia-iiot.github.io/ah5-docs-java-spring/downloads/test_builds/

https://github.com/eclipse-arrowhead/roadmap/tree/main/5.0%20Draft/GSoSD
https://aitia-iiot.github.io/ah5-docs-java-spring/home/welcome/
https://aitia-iiot.github.io/ah5-docs-java-spring/downloads/test_builds/
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