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I Context

| Previous R&T CNES study conclusions

» Evaluation of FDIR formal verification

- Thanks to Model Simulation
- Thanks to Model Checking techniques

> State of the art and experimentations conclusions :

- Promising techniques to assist Spacecraft Safety, Dependability and FDIR engineers
- Increasing efficiency and performance of existing tools

» However, rarely applied on programs

- Not only in Space domain, but also in other domains.
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I Context

| Why ?
» Need for detailed knowledge on the methodology and hands-on practice by
prospective users.

» Big effort required to build a formal model of the system

2 Insufficient means or methodology to ensure that the modelled system matches the
real system

» Scarce understanding of properties to be proved

» Tools with shortcomings in ergonomic and interoperability with other engineering
environments.
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I Context

| Howto ?
2 Provide domain analysis (RAMS, FDIR, ...) based on formal methods / languages
integrated to tools the user knows (engineering environments).
2 Share modelling effort between engineering and Safety/FDIR teams

2 Ensure that the modelled system matches the real system

» Clearly specify which properties need to be proved
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I Study objectives

| CNES has initiated a study with the following objectives

» Define a Safety/FDIR process for Space Domain starting from the state of the art
of other domains (aeronautical domain, transportation, ....)

2 ldentify the most suitable tools

» Experiment on a small case-study

2 Elaborate some recommendations

| Timeline : 2013 - 2014

Purpose :

* Increase efficiency of safety analysis
 reduce the FDIR validation & verification costs
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I TAS-F background - Melody Advance / Capella (1/)

] Beginning of Model Driven Engineering:

» Slow & high-effort deployment of modeling techniques ,_//
2> COTS are not well adapted to industrial needs -——/
ARCADIA

2 Tool vendor dependencies are too constraining

| THALES strategy:
2 Define a method: ARCADIA meIOdy =

> Develop dedicated tooling: Melody Advance advance”™ |

- Specified, designed & developed from operational needs

- With the necessary capabilities (allow for quality and productivity, user-friendly,
permits early validation, performance & scalability, suitable for configuration
management and collaborative engineering, ...).

- Applicable to every domain (Aeronautical, transportation, communication, ...)
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I TAS-F background — Melody Advance / Capella (1/)

] OSSing Melody Advance: public name is Capella

A

Wz
ARCADIA —- Cape| la

» « Built upon »

]
meIOdy ] G Kitalpha
advance®™ | (inel. 27 Sirius )
« Hosted by »
www.polarsys.org/capella
PoLARSYS
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http://www.polarsys.org/capella

I TAS-F background — Melody Advance / Capella

| Melody Advance / Capella
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model
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What the users of the system need to accomplish
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Logical Architecture Model
How the system will work
in arder to fulfil expectations

|
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~
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Physical Architecture
Model & Product

OBSW / Eqts

models

Breakdown
How the system be developed and buift
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TAS-F background - numerous ESA studies
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» COMPASS

- develop a toolset for evaluation of system-level correctness, safety, dependability, and performance (performability) of
the on-board computer-based systems.

» COMPASS GRAPH

- Develop a graphical editor for SLIM models.

» AUTOGEF
- Development of the Automated Model Generation Toolset for FDIR (AUTOGEF) as an add-on to the COMPASS Toolset,
and definition of the associated methodology. (Synthesize FDIR diagnosis and controllers in SLIM model for an given
system).

» FAME (Failure and Anomaly Management Engineering )
- Definition of the FDIR development methodology and associated V&V process, and development of the Failure and
Anomaly Management Engineering (FAME) Environment as an extension to COMPASS toolset.

» FDI AOCS

- Improvement of AOCS, FDIR & Avionics for compliance with LEO de-orbitation new requirements

THALES ALENIA SPACE France
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| Model Based Process
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I Model Based Process

115

| Proposed approach

» |ldentification of roles and activities => the process

2 |dentification of tools
/Requirement Management

System/Avionics/
Software
Engineers

Dependability/ 53 e vescnen
Safety tools

FDIR tools

FDIR Dependability &
englneers Safety Engineers

Data Base
Engineers
System/Software

engineering tools
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Model Based Process

| Proposed activities :

| Proposed tools :

» Requirements analysis
2 Requirements Management tool (e.g. DOORS)
» Functional /logical Analysis

- System Functional Analysis Requirements
- System Dependability / Safety analysis

.|
- Consolidation of the functional analysis I I le I Od -

- RAMS analysis at functional level . _ advance® 1
» FunctionalAnalysis p—
» System Physical Design _ _ _ — ca pena
_ _ » Logical / Physical Design
- System design at physical level
- System Dependability / Safety analysis at physical level > Dependability / Safety analysis
- Consolidation of the System Physical Design .
» RAMS analysis COMPASS
» FDIR development
- FDIR requirement analysis
- FDIR objectives definition r
- FDIR concepts and FDIR strategy specificatio » FDIR specification
- FDIR design w .
- FDIR implementation s& » FDIR design FDIR Editor
- Final FDIR V&V ‘e » FDIR Verification

»\
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| Prototyping and use-case
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Prototyping and use-case

| Exomars TGO case study

» Functional
Analysis

% o %

e memovrr
%

» Functional
Hazard Analysis

» Omission : the funclion is not performed when demanded.
. : function s perft d when nat

= Late : The function is performed later than required,

+ Early : The function is performed earlier than required.
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*Value : The output value is nol correct
- CPLY-Y \No‘ds
Gt
s\S

Hozard Log

requirements

» Safety objectives
allocation on FA
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» RAMS analysis

F’éa" G pripedeis

Fallure Mode [Effects on output functional

exchanges
Compute dusid spacecralt  gad desired attude BAD_DESIRED_ATTITUDE
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mswm
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Prototyping and use-case

| From Melody Advance/ Capella to SLIM models

Actars_ErrorModels. slim e

EDM_Actar. slim - T m—
EMYIRONMENT_Actar . slim : -'-:
ENVIROMMENT FunctionsImipl.shim =
EMYIROMMENT _FunctionsTypes,slim
GROUND_Actar. slim
MOI_Properties. propsml
System_ErrorModels. slim
TGO_Context_faultInjection. Ficml
TGO_Context.slim
TEO_FunctionsImpl. slim
TEO_FunctionsTypes, slim

izl

=

= Mew_configuration.|

Open F3
Open With r

Copy Ctri+C TGO _missian.mxml
(B Past= Chrl+y 9 P TEO_System,slm

clete elete exomars.fdir.gnc.usecase. air
¥ Delet Delet: fdir.g d

Maove...

2 ':";.‘-‘ exomars.fdir. gnc. usecase. melodymodeller

Rename. .. F2

Migration
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Prototyping and use-case

] COMPASS analysis at functional level

B (= mages
B sim
Ackors_ErrorModels.slim

EDM_Actor.shm

5| ENVIRONMENT Actor.slim
ENYIRONMENT_FunctionsImpl.slim
EMYIRONMENT_FunctionsTypes.sim
GROUND_Actor.sim [T T

MOL_Prapeties.propxml wodsl | Preeries  pmson | veldation Comerines Perfoomebiky  Saety  Fom [ gt
|2 system_ErrorMadels.slim \ . AT
- [ T60_Context_Faultinjection. fixm ode Losdud rilss i jections s —
T6O_Contest.sim \m m Fianame - | Juse b—v:‘:wrnm £rrae state ﬁ
TGQ_Functionsimpl.slim a.\ s‘.- Irnkifofaimyictann_Drartaz dels sl B _defait_cqureatinudeimpl MEASLRCS NI __'_'_m
_ . kg E DM _stor sl B _detaat_ deyumadtiiice impl WEASLEFS_RIGET —
TGO*F\""fm”SWDES‘s“"‘m‘“ nctihofasin BRI Actos sl | ettt MEASLRES_ERRONECUS T T
|21 a0 mission.m:) O FF T B e Bacneioniret Ensontonns
-2 TE0_System.slin - B deleat_ CompatsAitom imgl COMMAND'S NONT | | | | | |
- [] exomars fdir.anc.usecase. aird ey e— B _debast_: Compataactons imp COMMAKDS_BUSED
) evomars . anc.usecase.melodymodeller e T Ceppmguaziaain | |
— Lar.ane, - 4 B vt Computebasiedirids ol ERBONICUE
[ | [T | it crg 5 | | fat cig 4 | [T | i g3
P | |
rrplameniston, Fharame ]
R _delaat_:100_Contet il Freuholunloo, conted ile : - - | - | I — | | . } — |
== == == = = =
> Ak Va Y Fd , ra ", Vi ™y Ve ~, Vi Y
B [ =] | B® 1 [ = [ B ] 0w
.. = L s S — — —
—| [ W =1 W
P=bd FedD P=00 P=0d P=id P=di
comotee TG TR R 5|

ComputeActions_errorModel

Fault Tree Analysis within COMPASS
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Prototyping and use-case

| System design
» Physical design » FMEA based on

Equipment
Datasheet (EDS?)

Failure Hiodes and Effects Analysis (FIREA)
o Coamatra

[ Bt et
| B P nse

» Modeling of Failure
modes and fault
propagation at

physical level

Actors_ErrorModels,slim

-| TG0 c t t
B 1 slim
nctior Typ slim

UW“‘

» Fault Injection and
COMPASS analysis :
FMEA / FTA

pde\®
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I Prototyping and use-case

| Remarks

2 The process should be iterative

Add new safety related functions (filter, detection, ...)
Specify new observables / commandable data

Add FDIR related components / mitigation / redundancy
Add cross-strapping

THALES ALENIA SPACE France
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Prototyping and use-case

] FDIR

[ Fault [ Detection level | Reconfiguration level |
Level A
Level B
Level B
Level B

» FDIR objectives definition 2 FDIR strategy definition

- Classify failures
— Detection level

— Isolation level

— i i | Isolation  [IMU__[CSW_|
Reconfiguration level LI FMi-1

Requirements

Processor FM1-2
FMECA | Detection [IMU__| cSwW ___} unit with FM2
| | HW only N YiB sSW FM3
.  Processo FM1-2
e = runlt AR Recovery |IMUlCSW |
» FDIR_OBJ1: Surviving shall be ensured for any single failure with SW FM3 [ HW only |
* FDIR_OBJ2: Achieve S/C manoeuvres for critical phase even in case of failure Processor
+ FDIR_OBJ3: Fuel consumption shall be optimized and reconfiguration and unit with
equipment loss shall be minimized SwW
- Define reconfiguration strategies
- Fai’Op = :
FDIR_OBJ1

FDIR_OBJZ
FDIR_OBJ3

- Fail’safe 5

- .. /

ROUT  FM1-1 Failsafe SAFE_A
EM1-2
FM2
EM3
MAN_C  FM1-1 FailOp MANC
EM1-2
FM2
THALES ALENIA SPACE France EM3
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FDIR Implementation

|24

| Configuration of PUS monitoring and action services based on models

IIED-

ChAd 4

olahon IMU__ [ CSW
TAW.oniy BSVIE

E Recove IMU

Processor
unit with
SW

Failures
classification

ROUT FM{1  Failsafe SAFE A
EM1-2
FM2
EM3

MAN C  FMi4  FailOp MANC
EM1-2
m

FDIR S’rra'regy

BTN [T ST L8 AT | Gl LI | Coornars
= &4 Project FDIR Exomars - TGO
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FDIR Design in a model based
FDIR Editor

= H e Package ADCS
=& Functional Monitoring Library AGCS FMONS
= 3= FMON_IMU_1 (1) :
1= i PMON_HLTH_STATUS (11) :
©) Expected Valus = GOOD_HEALTH ; mask = OxFFFFFFFF > IMUI_HS_EVT
= b PMON_IMU_FILTER (12) :
@ [-0.5r8d51 <X < 0.5 rad.s-1] > IMUL_FILTER_EVT | IMU1_FILTER_EVT
=3 PMON_IMU_2(2):
& PMON_HLTH_STATUS (21) :
& @ PMON_IMU_FILTER (22} :
= (59 Event Library AOCS EVT REPORTS
> IMUL_HS_EVT (1)
, MUt _FILTER EVT (2)
07 1Muz_Hs VT (3)
P IMUZ_FILTER_EVT (4) ionN (o]
= g Actions Library ROCS ACTS \“'a“
6 [MU]_RESET O“‘ Q
@8 [MUZ_RESET C
S8 IMU_SWITCH
1= (1) Event Action Library AOCS EVT_ACT
@ IMUL_EVT_ACT_RESET (1) : IMUL_HS_EVT - IMU1_RESET
' TMUZ_EVT_ACT_RESET (2) : IMUZ_HS_EVT -> IMUZ_RESET
2 TMUIFILTER_EVT_ACT (3) : IMUI_FILTER_EVT -3 IMU_SWITCH
5 IMUZ_FILTER_EVT_ACT (4) : IMUZ_FILTER_EVT -> IMU_SWITCH

pus =

vices

THALES ALENIA SPACE France

F Froject Corfiguration 10

SRDB



THALES

| Way forward
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Way forward

| Step 1:Deployment of Model Based practices in the Engineering process

» At architecture level

- Requires a mature and already proven tool and methodology (like Capella and Arcadia)
- Guidelines and validation rules should ensure semantics of the models
- Modelsshould be used to produce artefacts : specification / code / database / tests/ ...

2 At behaviourlevel:

- Use of different formalisms to cope with different contexts (Matlab/Simulink, SDL, SLIM, TFPG, scenarios, ...)
- Models should be used to produce artefacts : specification / code / tests / ...
- Behavioural models should be coupled with architectural design models

| Step 2: Define a Safety / Dependability / FDIR reference architecture

Extend the Avionics Reference Architecture (ASRA) and the On-Board Software Reference Architecture (OSRA) with dedicated concepts and methodology
Provide dedicated « viewpoints » in the engineering tools (Matlab/Simulink, Capella, SCM, ...)
Investigate use of Electronic Data Sheets to support Failure Mode definition (at equipment level) and coupling with engineering models.

Vv OV vV WV

Focus on production of artefacts (specification, code, configuration, ...)

|l Step 3: coupling Model Checking and Simulation tools

» Consolidate objectives : early validation of the system design (redundancy, cross-strapping, strategy, ...), generation of FMEA, FTA, Failure Propagation Analysis, ....

» Connect Model Checking & Simulation tools to Engineering tools : set-up model to model (M2M) transformations like Capella -> AADL/SLIM

? Map the system behavioural models to formal languages used for model checking and simulation (cope with synchronisation, timing aspects, ...)

THALES ALENIA SPACE France
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I Way forward

| Classical approach:

‘ Analysis ‘ Analysis
models Tools

p—

System / Avionics / \\ . _
Software engineers Domain Analysis
viewpoints

= Capella

FAME _
DIRDEVElopment and V&V Process
L

-

-
Technical experts

RAMS/FDIR
engineers
IE MBSE ESA workshop — decembrer 2016
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