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Open Source Software is everywhere
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● Developers use open source software
● 70% - 95% of software includes open source



Most is under the surface - software supply chain
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We need to make this unknown risk known
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● Developers use open source software
● 70% - 95% of software includes open source
● Unmanaged OSS use → unknown dependencies → unknown risk 
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Definition: Software Bill of Material (SBOM)

An SBOM is a nested inventory, 
a list of ingredients that make 

up software components.



● Corporations follow a passive approach, using or rejecting 
specific OSS components (e.g., CI/CD)

● But typically no ones cares about the sustainability of open 
source

● Can we grow a set of industrial practices (standards?) to 
make those projects more sustainable over time?

Motivation



● SBoM creation, immutability, and management
● Scale of the SBoM goes over 100K OSS components
● Be part of the conversation is time consuming
● There is no a common vocabulary for sustainability 

(automotive vs cloud ecosystems)
● No agreement on how to detect risks and define 

mitigation strategies
● Unmaintained OSS projects or at risk is the norm, not 

the exception

Challenges



Kubernetes Risk Management
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How can we approach this systematic 
problem?



Open Letter on OSS Sustainability



Journey

● OSS Compass Open Innovation Summit, Beijing
● UN OSS Week, New York
● OSS Summit, Amsterdam
● Digital Resilience Forum, Madrid
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Digital Resilience Forum



Digital Resilience Forum
International 
Initiatives to 
Grow Resilience

Securing the 
Digital Supply 
Chain, a Practical 
Approach



● Sustainability / Health analysis are the third pillar together 
with license compliance and security vulnerabilities

● Incipient working group growing industrial practices (not 
affiliated with any foundation so far)

● You can join the discussion in person at the Digital 
Resilience Forum in Madrid on the 29th of October or

● You can join the discussion in a virtual way
○ Send an email to dizquierdo@bitergia.com

Summarizing




