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Context

e Data spaces consist of trusted frameworks that manage the entire data lifecycle, encompassing
various data models, metadata descriptors, ontologies for semantic interpretation, and data

services for accessing, processing, and analyzing data.

e Basic offerings of data spaces

o Dataexchange
o Provision and consumption of value-added services
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Fundamentals

e State of the art initiatives (e.g., IDSA, GAIA-X)

e Basic concepts:
o Participants in data spaces have typically a role
m Basic roles: data providers or data consumers
m Intermediaries: Identity authority, Vocabulary, Metadata Broker, IDS Connector, App
Store, Clearing House
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Fundamentals
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MVDS

The MVDS is a tiny deployment of a data space. A typical implementation of a MVDS consists of:
(i) two or more Connectors, (ii) the Certificate Authority granting X.509 certificates, and (jii) the
Dynamic Attributes Provisioning Service (DAPS) to handle dynamic attributes and manage dynamic
access tokens
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The need

e As the mobility domain is one of the fundamental pillars of the modern digital economy worldwide,
the need for data spaces tailored to the mobility domain is imperative.

e Mobility data features and challenges:

distributed data acquisition

imprecise data

recording of spatial data, error detection and cleaning of spatiotemporal records
semantic data representation is needed

analysis and learning of mobility patterns is useful for decision making purposes

o O O O O
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The Contributions

e MobiSpaces contributes to the design of future mobility data spaces by:
o offering data governance services for mobility data for data providers,
supporting data consumers via advanced data analysis services
providing these services in a data spaces compliant way
leveraging data connectors and the concept of data-app,
enabling trusted environment that respects the architectural design of data spaces.

o O O O

e To demonstrate the versatility of MobiSpaces two mobility domains are considered: the urban domain and
the maritime domain.
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The MOBISPACES Approach

e Fordata providers, the app offers an array of functionalities, encompassing data upload, management, and
guality assurance, ensuring adherence to the FAIR principles.

e Fordata consumers, it is equipped with advanced analytical features, enabling the derivation of meaningful
insights through sophisticated data processing methodologies, inclusive of Al-driven analytics and
comprehensive visualization tools.

e The app's integration into the MobiSpaces ecosystem enhances mobility data accessibility and fosters
secure, seamless data sharing with value-added services.

IDS Connector IDS Connector
Data Data
provider MobiSpaces app MobiSpaces app consumer
The Data-App Connectivity with MobiSpaces Ecosystem
’ [ ]
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Empowering the role of Data Provider

e The curation of mobility data by data owners entails data acquisition, data manipulation, error
detection, cleaning and eventually storing this curated datain a desired format.

e MOBISPACES technology assist data owners to bridge the gap between its internal data
management architecture with the architecture advocated in data spaces via providing:
o Data Governance Framework
o Al-based Data Operations Toolbox
o ...and corresponding Value-added services
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Empowering the role of Data Provider
Data Governance Framework

e The MOBISPACES Data Governance Framework is an assembly of data (and infrastructure)
services that operate both in standalone mode as well as by interacting with each other to enable
data governance in mobility.

e Data Governance Framework supports data owners of mobility data with functionality related to
data curation and data preparation, thus facilitating the participation of a data owner in a data
space by taking the role of a data provider.
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Empowering the role of Data Provider
Al-based Data Operations Toolbox

e Thetoolbox consists of a batch layer and a real-time layer.

o Batch Layer uses a declarative "SQL on everything" approach for querying all data sources, similar to
Presto. Users can perform complex data processing via workflows or SQL, with support for various
storage types—raw files, relational, non-relational, mobility, and encrypted data

o Real-Time Layer handles online data aggregation (e.g., compression) and offers a library of efficient
mobility operators, deployable at the Edge, supporting both data ingestion and in-situ querying.

e Thetoolbox contains a set of infrastructure tools:

o Intelligent Resource allocator: optimizes resource allocation based on input constraints, modeling it
as a constrained optimization problem

o Resources are assigned for orchestration via the Execution Orchestrator, targeting Kubernetes
clusters.

o  Workflow Builder: offers a GUI for users to create complex, Al-based batch and ETL workflows using
a customizable, easy-to-use canvas-and-palette interface.

=) MobiSpaces CoSAARNI 10

L] new data spaces for green mobility
COPYRIGHT (C) 2024, ECLIPSE FOUNDATION



ﬁcleaned dataset
/(W‘\

Empowering the role of Data Provider &\V)} i o> |

Value-added services -

o  Error Detection and Cleaning
o Semantic Representation and Reasoning HEES S — =tadato=>> | ENEER
0) Data |nter|inking semantically [Lnriched data description"of dataset
o Data Provenance — v — =) —
o Fairification Q= — = — < @S
il &B— g il
T;:gl:t Set: ée Triple Store Triple Store Tfr:glnet Sét:(;e

e Mobility-aware Edge Processing by providing tools for edge data management, optimizing the

deployment of data acquisition services.
o Thisis often overlooked in data spaces, which typically emphasize secure data sharing and

standardized data exchange.
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. Empowering the role of Data Consumer

e At the data consumer side, MobiSpaces offers a set of application services for the analysis of
mobility data.

e Thisis mainly provided by means of the Edge Analytics Suite (EAS).
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Empowering the role of Data Consumer
Edge Analytics Suite (EAS)

e EAS offers diverse functionalities:
o Distributed edge analytics
o Federated Learning (FL) for mobility data
o Explainable Artificial Intelligence (XAl) methods for interpreting mobility models
o Visual analytics with interactive map-based visualization
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Empowering the role of Data Consumer
Edge Analytics Suite (EAS) value-added services

e MobiSpaces offers a diverse array of mobility specific data analytics methods and techniques
offered as a service through EAS.

e Providing a suite of ML algorithms designed for mobility data to cover essential tasks such as
trajectory cleaning and segmentation, trajectory forecasting, and anomaly detection.

e These application services are seamlessly integrated within the data space, allowing data
consumers to access and utilize these tools efficiently.
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Insight 1: Ship Type's Influence on Trajectory
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MOBISPACES and Trust

e Trustis the basis for data spaces, where each participant is evaluated and certified before being
granted access to the trusted business ecosystem.

e Necessary for mobility data spaces to support federated and non-monopolised internet services

with many concurrent cloud providers and edge nodes both acting as consumers and producers of
data.

e In MOBISPACES we elaborate on the trust and security concepts using different Attribute-based
Access Control (ABAC) mechanisms.
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MOBISPACES and Trust

Attribute-based Access Control (ABAC) mechanisms

e ABAC supports context-aware (e.g., based on location, time, etc.) and multiple levels of trust and
security per user role, service and Application Programming Interface (API).

e Identity management enriched with attributes for location aware edge services, trust management,
data access control, and data usage control.

e The mechanisms are supported by a Single Sign-On (SSO) solution deployed through the SSO as a
Service (SSOaa$S) paradigm.

e The mechanisms assign subject attributes to subjects and object attributes to objects, developing
policies that define access rules for each object within the environment.
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Conclusion and Future Work

e We present how the MOBISPACES research project leverages innovative technology designed for
future mobility data spaces.

e |t offers a wide variety of data services that empower the roles of data provider and data consumer
in data spaces.

e By adopting the MobiSpaces perspective, data owners can embark in mobility data spaces more

easily and can exploit multiple ready-to-go tools and techniques for mobility data to harness the
merits of data spaces.

e Inthe future, we aim to explore how to leverage established data spaces, both in mobility and other
domains, to maximize value across larger data ecosystems.

~—y MobiSpaces feSAAM 18

COPYRIGHT (C) 2024, ECLIPSE FOUNDATION



=/ MobiSpaces Project Info

® Maximum grant amount is EUR 8.808.063,00
® Duration: 36 months, from September 1, 2022 to August 31512025
® 25 Partners:

/ Large Industries \ / SME \ / Research Centers \

GFT B i TrustiT sevices LEANSZCALE = «“

¥ RESEARCH CENTER Arapeay
Netcompany kpler BRUBTEGH . -« * .+ *J f Lo e ot TNy T
FUﬁTSU ~~ OKYS net@ Py | | pe——

@eosch emisig’  Diaisysa:r | | QR

AteS FREQUENID

QEMENS #\eng / \ — RM-"E— / \ _' . /

19
COPYRIGHT (C) 2024, ECLIPSE FOUNDATION



2024

‘eSAAM
Thank you

For more information:

O

https://www.chrysakis.eu
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